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The University of Waikato’s business continuity framework is in place to ensure that in the event of a major interruption to operations, such as a natural disaster, the University can continue to meet its obligations with respect to:

1. The welfare of students, staff and visitors to the University,
2. The protection of the University’s assets, and
3. The continuity of core functions and, in turn, the safeguarding of the University’s reputation.

The intent of business continuity planning and management at the University is the ability to respond within the first of an event. Moreover, this is a process of continual improvement of the University’s ability to respond to and recover from disruptions that threaten key resources, locations and functions. Collectively, these measures are referred to as the University’s business continuity capability. This capability contributes to the University’s organisational resilience as well as its Emergency Management arrangements.
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In the context of natural hazards, the University operates in a relatively low risk environment. The identified hazards for Hamilton City include, but are not limited to:

	
Natural Hazards
	Floods

	
	Earthquakes/Liquefaction 

	
	Volcanic activity/Ash Fall

	
	Droughts

	
	Severe winds

	
	Tornado

	
	Fire

	
Biological Hazards
	Infectious Human Disease Pandemics

	
	Animal and Plant Pests and Diseases 

	
	Animal Disease Epidemic

	
Man-Made Hazards
	Infrastructure Failures/prolonged outages:
· Energy (Gas, Electrical, Fuel)
· IT
· Telecoms
· Water services
· Transport

	
	Mass evacuation inundating Hamilton (e.g. from an event in Auckland)

	
	Hazardous Substance Incidents

	
	Contaminated water 

	
	Fire

	
	Terrorism/Cyber attacks


Table 1: Some of the hazards Hamilton is exposed to.

Following such an event, the following critical functions are likely to result in high intolerance of unavailability of one day or less:

· Students
· Enrolment
· Pastoral care including accommodation, health and counselling
· Financial
· Payment of goods and services
· Facilities management
· Power supply to the University
· Water supply to the University
· IT functions
· Internet services
· Network and server infrastructure               
· Database administration
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At the crux of robust continuity planning is the University’s ability to respond to and recover from disruptive event. Response and recovery comprise four distinct components:

· Emergency Response – the immediate response to an event with a focus on ensuring the safety of people followed by the protection of assets,

· Crisis Communications – the messages and other information disseminated to staff and stakeholders in the most appropriate format and timing,

· Business Continuity – the process of restoring critical elements of University services and functions within its core business processes, and

· Holistic Recovery – the broad activities required to restart, rebuild and regenerate the affected business operation(s) and stakeholders.

The relationship between these four components is outlined in the diagram below.  
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Figure 1: Relationship of Treatment for Disruption-related Risk

It is important to note that business continuity management is not just concerned with the creation of processes designed to withstand a crisis. Business continuity management also allows the University to better understand its business through the consideration of risk. The development of business continuity plans that are designed to mitigate risks and are supported by a regular testing programme assists the University to build organisational resilience.
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Business continuity at the University of Waikato is grounded in a three stage approach to a disruptive event:

Contingency Planning                   Business Continuity Planning                 Disaster Management 
        1-3 Days                                          3-5 Days                                         5 days+

The suggested time frames are flexible, dependent on the event. For instance, if there was a disruption to the supply of water to and from the University the responsive decisions and actions would be made within hours rather than days. However, the above approach illustrates the steps taken to respond. In the first instance, contingency actions would be employed to address the disruption. Contingency planning is the responsibility of the operational owner of the respective function. Contingency plans for critical functions at the University, such as IT services, are well documented and exercised regularly. However, should contingency solutions prove unsuccessful, business continuity plans would be enacted.. It should be noted that in some instances, the severity of the situation may dictate the necessity to move directly to disaster management arrangements. For instance, this may include a scenario requiring the decision to immediately close the campus before attempting to address the situation.                             
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The University’s business continuity management framework consists of the following elements:

· Business Impact Analysis (BIA),
· Business Continuity Plan (BCP),
· A table top training programme, and
· An ongoing cycle of evaluation and amendment.
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A Business Impact Analysis provides the background upon which a Business Continuity Plan is developed. 

Key steps in conducting a BIA are:

1. Identifying the critical business function(s) to be analysed

2. Process review of each function

3. Preparation of an inventory of existing controls

4. Determine the effects of existing controls 

5. Determining the significance of when and for how long disruption could occur

A BIA should reveal:

· The processes, capabilities, infrastructure and other resources (including those of external dependencies) which, if disrupted, would prevent the organisation achieving its critical objectives and whether in each case this is influenced by when the disruption occurs or the duration of the disruption;

· The level of vulnerability of processes, capabilities, infrastructure and other resources to disruption; and

· The organisations priorities and opportunities given the particulars of the analysis.

In some circumstances, the results of the BIA evaluation could lead to the decision that no further action is required other than the maintaining of existing controls. However, the findings may conversely suggest that the function requires further analysis given its complexity, number of interdependencies etc. and the creation of a business continuity plan.

Before commencing a business impact analysis, an initial risk analysis should be considered in order to build a clear understanding of:

1. The targeted business function and processes;
2. The magnitude of the contribution of the selected function and processes to the University’s objectives;
3. The location and distribution of resources;
4. The vulnerabilities of the systems, physical structures and locations in which business activity occurs (having regard to the likely effect of any existing controls);
5. The principal types of internal and external dependency including, but not limited to, infrastructure, human expertise, knowledge and experience, suppliers and stakeholders; and
6. Any other factors considered critical to the organisation’s business activity. 

This information can be used to develop likely risk scenarios that could lead to disruption, and determine how and when these disruptions might occur. Such considerations could include:

· The time required to restore the most important disrupted activities and the effect, in terms of the selected risk criteria such as impact on revenue, reputation etc., and

· The extent to which recovery activities can be accomplished within the current capability and responsibilities of management, whilst acknowledging the obligations required to maintain other operations that may not have been disrupted. 

In summary, a BIA determines the need for a business continuity plan at the University. If an activity is measured as medium or low priority, this will be commonly due to an extended time period by which a contingency response and/or alternate arrangements can be made. Activities that are considered to be a ‘high’ or above priority will require an associated business continuity plan. 
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Business Continuity Plans

A business continuity plan (BCP) pinpoints the most important parts of our business, identifies potential risks to these critical functions and allows for expedited recovery. 

BCPs should consider:
· The critical functions that are essential to enabling day to day business activities. 
· What is essential to carry out these key activities, e.g. a fully functioning website?
· What key internal people should lead this plan?
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Training and the subsequent evaluation of BCPs is an integral part of the BCM programme. A guide for conducting tabletop exercise and the associated templates is provided as part of the suite of BCM documents.
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The business continuity architecture of an organisation sets out the hierarchy of committees and responsibilities relation to business continuity management and internal controls. The following diagram sets out how this is applied at the University of Waikato.
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Figure 2: Business Continuity Organisational Structure

Based on the Coordinated Incident Management System (CIMS) approach, the University takes a nimble and simplified approach to the management of a disruptive event. The composition and purpose of the teams is as follows:

Crisis Management Team
Otherwise regarded as the incident management team, the purpose of this group of senior management is key decision making and to determine and enact the appropriate response teams. 

The Vice Chancellor maintains ultimate seniority in an event and may override the decisions of the team as appropriate. The Communications Team are attached to the Crisis Management Team and carry the responsibility of updates and communiqué to staff, students, the media and other stakeholders. The Communication Team are enacted and responsive at the discretion of the Crisis Management Team. 

In an event, the Crisis Management Team will select the appropriate response team relative to the scenario. For instance, in an IT outage, the team could decide to enact only the ITS and Student Services Teams. This allows for a targeted response without further unnecessary disruption to the wider organisation. The Crisis Management Team will delegate the level of decision making to be made at Emergency Management level as appropriate to the event. It is the responsibility of each member of the team to nominate a suitable substitute during periods of absence. 

Ready Response Team
The ready response team consists of the management structure within the responsive business function. It is expected that the appropriate Director or equivalent at the scene of the event would lead a Ready Response Team and operate via its usual hierarchical structure in what can be considered as an ‘extreme’ business as usual situation. Given this use of the day-to-day operational structure, call trees and roles are already in place. The role of the Ready Response Team is respond directly to the situation with the Director in regular communication with the Crisis Management team to provide updates and advice through subject matter expertise. This will allow the Crisis Management Team to continually appraise the situation and advice the Communications Team and Vice Chancellor accordingly. It is the responsibility of each team leader to nominate a suitable substitute during periods of absence.

Tauranga Campus
At the time of writing, the Tauranga Campus has not been completed and its Crisis Management Team is yet to be determined. However, the current arrangements can readily be implemented at the Tauranga Campus until such personnel are identified.
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Business Continuity Management Responsibilities

1. The Crisis Management Team (in conjunction with the Internal Audit and Risk Manager and Health and Safety Manager) is responsible for overseeing the management and assessment of risk across the organisation. 
2. The Audit and Risk Committee will monitor compliance of the University’s business continuity management framework.
3. The Emergency Management Teams are responsible for the implementation of business continuity management including the oversight of training, testing and monitoring of the respective responses to critical functions supportive of the organisational BCPs.
4. Each business function that is identified as a critical service will have a manager tasked with the responsibility of implementation continuity arrangements in a disruptive event in accordance with Crisis Management Team’s instructions.  
5. All staff of the University of Waikato are expected to recognise the importance of business continuity, and to support the processes that will appropriately manage a serious disruption to operations and business. 
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For the recovery process to be effective, a management framework is required that incorporates the following:

Appointment of Recovery Management Team (RMT)

In the event of a building loss, the early appointment of an RMT under the direction of an identified Recovery Manager is essential to commence the recovery process, address site security concerns and arrange salvage of usable equipment. The selection of the Recovery Manager is at the discretion of the CMT and is dictated by the nature of the event.

Functions of the Recovery Management Team

The RMT is responsible for the formulation of a Recovery Plan designed to reinstate business as usual as soon as possible. A range of functions will likely have to be carried out simultaneously and it is stressed that every incident of building loss will differ. The key functions of the RMT are:

Planning Phase

This phase includes the appointment of a Recovery Manager and the Recovery Management Team. It also includes an assessment of building loss and the functions that it housed.



Affected Site Assessment

This phase includes the immediate security of any unusable or damaged site, and the need to arrange ongoing security into the future. It includes the salvage of usable equipment and ensuring the security of universities equipment. 

Pre-Relocation Actions

This phase includes establishing the number of staff needing to be located, bearing in mind that staff numbers may be reduced in a major disaster. It includes all actions in relation to establishing telephone and computer networks and identifying a means by which equipment and furniture can be transported.

Alternative Premises

The first alternative for relocating premises will be the placement of staff into existing facilities, where there is ready access to computers and telephone networks. In a major emergency the ITS Section will have numerous demands placed on it, and the ability to set up temporary Servers and telephone networks will proceed on a prioritised basis.

The second alternative is non-University premises. Recovery plans should identify viable premises that may be available and include the location and capacity of the following:

· Parking
· Physical space available
· Facilities such as kitchens and furniture
· Toilet facilities
· Any identified security issues
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The University maintains an Emergency Operations Centre (EOC) within the Facilities Management Division building. The purpose of an EOC is a central command and control facility to be used for carrying out the disaster management functions at a strategic level during an emergency. The Crisis Management Team may decide to locate themselves at this location during an event.

At any time Hamilton may be subject to a disaster event. This may of course include the effects of a disaster event at another location, for instance the mass evacuation of Auckland. The University would not be expected to manage an event of this proportion and it is likely that Civil Defence arrangements would be initiated and the most appropriate agency would take the lead as well as the application of the respective legislation. 

The University is identified as a key strategic location within the city for such an event and the lead agency may wish to occupy the EOC as a central command centre. In this instance, the University’s Crisis Management and Emergency Management Teams would act in a facilitative capacity as and when required.
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Risk Management Policy and associated Framework 
Health and Safety Policy and associated Framework
Divisional Contingency Plans
Business Continuity Plans
University of Waikato Campus Closure Plan
University of Waikato Emergency Management Procedures (Hamilton Campus and other locations)
CDEM Act 2002
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